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Standardization

Acme

information ways we use your information information sharing
we collect _
provide
service and other public
maintain site  marketing telemarketing profiling companies  forums
contact
infarmation
cookies

demographic
information

R -mm- -

information
Information not collected or used by this site: social security
number & government ID, financial, health, location.

your activity an
this site

Access to your information acme.com

This site gives you access to your contact data and some 5000 Forbes Avenue

of its other data identified with you Pittsburgh, PA 15213 United States
Phone: B00-565-55855

How to resolve privacy-related disputes with this site help@acme.com

Please email our customer service department

we will collect and use your we will not collect and use your
information in this way information in this way

by default, we will collect and use by default, we will not collect and
wour information in this way unless use your infermation in this way
you tell us not to by opting out unless you allow us to by opting in
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information
Information not collected or used by this site: social security
number & government ID, financial, health, location.

demographic
information

your activity an
this site

Access to your information acme.com

This site gives you access to your contact data and some 5000 Forbes Avenue

of its other data identified with you Pittsburgh, PA 15213 United States
Phone: B00-565-55855

How to resolve privacy-related disputes with this site help@acme.com

Please email our customer service department

we will collect and use your we will not collect and use your
information in this way information in this way

by default, we will not collect and
use your infermation in this way
unless you allow us to by opting in

by default, we will collect and use
wour information in this way unless
you tell us not to by opting out

Summarization

E Collection of Personal Info (such as e-mail address)
B Combination with Info from outside Companies
No Advertising Tracking (e.g., no use of Ad Cookies)
No Disclosure of Personal Info to Advertisers
Personal Info is Archived for Unlimited Time

Stored and Transmitted Info is not Encrypted

Meaning of Grades and Symbols

= Above Average Overall Privacy = Good Privacy Practice

= Average Overall Privacy = Neutral Privacy Practice

C =Below Average Overall Privacy I = Bad Privacy Practice




Standardization

Acme

information ways we use your information information sharing
we collect _
provide
service and other public
maintain site  marketing telemarketing profiling companies  forums
contact
infarmation
cookies

demographic
information

purchasing
information

your activity an
this site

prereness - m m -

Information not collected or used by this site: social security
number & government ID, financial, health, location.

Access to your information
This site gives you access to your contact data and some
of its other data identified with you

How to resolve privacy-related disputes with this site
Please email our customer service department

we will collect and use your
information in this way

by default, we will collect and use
wour information in this way unless
you tell us not to by opting out

acme.com

5000 Forbes Avenue

Pittsburgh, PA 15213 United States
Phone: B00-565-55855
help@acme.com

we will not collect and use your
information in this way

by default, we will not collect and
use your infermation in this way
unless you allow us to by opting in

Summarization

E Collection of Personal Info (such as e-mail address)

B Combination with Info from outside Companies

No Advertising Tracking (e.g., no use of Ad Cookies)

No Disclosure of Personal Info to Advertisers

Personal Info is Archived for Unlimited Time

Stored and Transmitted Info is not Encrypted

Meaning of Grades and Symbols
= Above Average Overall Privacy
= Average Overall Privacy

C =Below Average Overall Privacy

= Good Privacy Practice
= Neutral Privacy Practice

& = Bad Privacy Practice




Privacy Choice: Current State

€03 PRIVACY Find a setting

General . .
Change privacy OptIOﬂS

Location .. .
Let apps use my advertising ID for experiences across apps

(turning this off will reset your ID)

Camera @ off

Microphone Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

Speech, inking, & typing @ Off

Account info Send Microsoft info about how | write to help us improve typing

and writing in the future
Contacts @ Off

Let websites provide locally relevant content by accessing my
language list

Messaging @ Off

Manage my Microsoft advertising and other personalization info

Calendar

Radios
Privacy Statement
Other devices

L — e

B M 9 z' &3 Privacy Shortcuts Q

Welcome, .

Control, protect, and secure your account, all in one place L Who can see my stuff?

My Account gives you quick access to the settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make Google
tools and services work better for you

ﬁ Sign-in & security > o Personal info & privacy > Q Account preferences > ‘ Who can contact me?
Manage your password and account-access Manage your visibility settings and the data we Set language, accessibility, and other settings
settings. use to personalize your experience. that help you use Google.
I TE—— SR e How do | stop someone from
Device activit CCOU t bility )
ted ap ettings e —— bothering me?
. trol your cont
- Security Checkup
% I & et See All Settings
o RECUITEY Privacy Checkup

Take this
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O Conversation-first Interfaces

What can | help




The Rise of Conversational Ul

*
The Future of
Conversational Ul

Belongs to Hybrid
Interfaces

2016 is the year of everything
conversational. Messaging apps are
taking over the world and app store
rankings with incredible retention
and engagement rates. Every

community, marketplace, on-

demand service, dating app...
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PriBots: Conversational Privacy Bots

Appeal to existing users

An Intuitive way to
1. communicate privacy policies
2. adjust privacy preferences



1- Communicating Privacy Policies






PﬁBc%i

PriBot

Hello there! I'm a bot that
you can chat with about
our privacy policy. You can
ask me questions like:
"Does your app share my
location?"

Primary




What is this Privacy Policy tfor?

This privacy policy is for this website [ ] and served by [###
COMPANY NAME ###] and governs the privacy of its users who choose to use it.

PriBot The policy sets out the different areas where user privacy is concerned and outlines
< Recent Ma Nnage the obligations & requirements of the users, the website and website owners.
Furthermore the way this website processes, stores and protects user data and
information will also be detailed within this policy. PriBot

Hello there! I'm a bot that
you can chat with about The Website PriBot here! Do you have

. . concerns about the privacy
our privacy pollcy. You can

. . This website and its owners take a proactive approach to user privacy and ensure DOHCY? YOL{ can ask me
ask me questions like: the necessary steps are taken to protect the privacy of its users throughout their O questions like: "Does your
it : : : : : : ia.  app share my location?"
"Does your app share my visiting experience. This website complies to all UK national laws and requirements PriB e,

for user privacy.

Pr(i(z“ location?" Cool. Do you actually share

This website uses cookies to better the users experience while visiting the website. O Nf)' YR location is kept
Where applicable this website uses a cookie control system allowing the user on PriBcge, within our servers.

their first visit to the website to allow or disallow the use of cookies on their

computer / device. This complies with recent legislation requirements for websites |

to obtain explicit consent from users before leaving behind or reading files such as

i ' i 00 4
cookies on a user's computer / device. 44 07

Primary Secondary







PriBcam

PriBot

Hello there! I'm a bot that
you can chat with about
our privacy policy. You can
ask me questions like:
"Does your app share my
location?"

At-setup

10



PriBot

( Recent Manage

PriBr'e

Hello there! I'm a bot that
you can chat with about
our privacy policy. You can
ask me questions like:
"Does your app share my
location?"

At-setup

PriBot

( Recent Manage

Y

PriBr'Q

Do you share my location

with other companies?

No, your location Is kept
within our servers.

On-demand

10



PriBot

How you feel about our
location policy?

-------------------

@ implicit: sentiment analysis
@ explicit: structured messages

@ gathering users’ concerns

11



Providers
traditionally
say what they

want

Voicing User Concems
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Providers
traditionally
say what they
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Voicing User Concems

Users’ concerns
might not
be covered
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Providers
traditionally
say what they

want

Voicing User Concems

Users’ concerns PriBots
might not activate the
be covered two-way channel
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2- Setting Privacy Preferences



Timeline About Friends Photos More ~

About

Update Info ) View Activity Log [} Overview

January 17, 1987
Timeline About Friends Photos More ~

a Status Photo / Video ﬁ Life Event

Contact and Basic Info
. " EEE T Erowm ow - aom

January

1967 + @ Public

1% Friends
Save Changes Cancel

0 ouvike

++ Custom

January 17

1987 _
See all lists...

Male
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Timeline About Friends Photos More ~

About

Update Info [} View Activity Log [} Overview

January 17, 1987

Timeline About Friends 353 Photos More ~

Status |~ Photo/ Video Life Event

1A
l'I

Contact and Basic Info

+ Add other phones

+ Add your address

@ Public
1% Friends

4+ Add a social link

+ Add a website

Save Changes Cancel

+ Add a public key

++ Custom

January 17

1987 .
See all lists...

Male

® Service and platform-dependent interface

® Tradeoffs for simplicity: try finding this setting on Mobile Web version




PriBot >
< Recent Typically replies in minutes Manage

20:15
Who can see my birthday?
All your friends can view

your birthday. Do you want
to change this?

Yea. Restrict it to myself.

Done! | made your birthday

Priscs, invisible to friends.

|Message PriBot...

e O & © (o) [=) of




PriBot
( Recent e Manage

Who can see my birthday?

All your friends can view
@ your birthday. Do you want
= tochange this?

Yea. Restrict it to myself.

@ Done! | made your birthday
= Invisible to friends.

|
-4+ i

® Unique interface with all functionalities
® Ability to suggest adjustments to the user (combining notice and choice/preferences )
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Analysis &

Classification

System Architecture
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System Architecture

Ye_s: Structured
Query
No
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System Architecture

Ye_s: Structured Retrieval
Query Module
No l

Knowledge
Base
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System Architecture
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Module

Knowledge
Base
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No

Answer
ormulation

in NL

Fallback
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Generation
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System Architecture

Analysis & Retrieval
Classification Module

No

Yes Answer
=4 ormulation
in NL

Fallback

Answer

Knowledge
Base

Generation




System Architecture

Retrieval Yes Ansvlvetr
Module or|?1u ation
In NL

a9 5 W Fallback

Knowledge B8 Feedback ANsSwer
Base DB - Generation
Augment the Knowledge Base
Amendments/
Improvements

- unanswered queries
- frequent questions
- user sentiments

Analysis &
Classification




Challenges



Mature User Understanding

@ Text processing

@ Question answering

@ Domain-specific datasets and ontologies

@ Graceful fallback

PriBca

PriBot

I'm sorry. | don't have an
answer about this at the
moment. Maybe you can
find it in our full privacy
policy: http://
www.example.com/policy.
But I'll let you know if | get
any news from the team
about it!

18



| egal Challenges

@ nherently error prone: are they legally binding?
@ Accounting for false-positives and false-negatives

@ The case of 3rd party PriBots: defamation possibilities?

19



Trustingthe Machine

@ rule-based vs. Al-based

@ user backlash?

@ rcgulate the confidence level

20



PriBots’ Personality

@ positive tone > higher trust

@ diversified content > reduced habituation

21
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3rd parties
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provider

3rd parties

Suitable for Voice Assistants




What's Next?

Privacy asa Rule-based
Dialogue Prototype

23
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Questions/Feedback?

hamza.harkous@gmail.com

hamzaharkous.com
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